btl’ PARTNERS

BUILD TRUST IN A SELF-HEALING NETWORK?

STL Partners

© STL Partners



Self-healing network (real-time)
Network
Real-time 3 ) ] O
network data ec.ommendatlon :Qct'lonable Sooy
(e.g. telemetry) engine (Ej@ insights 5 O
\ / O

Update
network
policies

@@ Centralised
data lake

One of the key challenges in the shift towards more autonomous networks is ensuring
trust in the Al models supporting automation, especially for the network engineers who
will remain accountable for network performance even when they are relying on
automated and intelligent systems.

The goal of a self-healing / self-optimising network is to monitor the network in real-time,
in order to identify and rectify potential faults before they occur. So what is actually
happening in practice?

1. Collection of real-time network data

2. Feed it into a machine learning (ML) powered engine that can identify potential
issues and recommend a next best action

3. The next best action is based on the policies and playbooks already set by the
network operator

4. The model then delivers an actionable insight, which ideally is implemented in
an automated fashion

o These four steps all occur in real time. Underpinning this are some
less time sensitive activities:

5. Event based data and a whole host of other data on network operations is fed
into the centralise data lake.
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6. There it is analysed retrospectively to develop better insights on how to improve
management of network functions, with the aim of updating policies to meet
changing usage patterns and needs on the network.

To achieve self-healing network operations, operators need to build trust in ML and
automation at several stages (indicated by green tick marks on the graphic):

o Trust that the recommendations on real-time actions are in fact in line with what
a domain expert would recommend. This means the algorithms need some level
of explainability on how they are coming to a decision, particularly if the
recommendations differ from current practices

« That the next best action suggested will not have unintended consequences,
and are in line with the intentions of the network operations team

« That the automation of the intended action will occur smoothly, as expected

« That the analysis of the historical data in the centralised data lake is
incorporating the right data to make a well-informed recommendation

A good way of enabling this is to include network engineers — who are responsible for
delivering on SLAs - in the development of the models and systems powering closed-loop
operations, so can trust the Al systems will perform as expected.

See our research on Al in networks:

o Network Al: The state of the art

o End-to-end network automation: Why and how to do it?

o A3 for telcos: Mapping the financial value

o The future of assurance: How to deliver quality of service at the edge

o Elisa Automate: Growing value with sisu
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https://stlpartners.com/research/network-ai-the-state-of-the-art/
https://stlpartners.com/research/end-to-end-network-automation-why-and-how-to-do-it/
https://stlpartners.com/research/a3-for-telcos-mapping-the-financial-value/
https://stlpartners.com/research/the-future-of-assurance-how-to-deliver-quality-of-service-at-the-edge/
https://stlpartners.com/research/elisa-automate-growing-value-with-sisu/

How STL Partners Network Futures Research can support you

The most “traditional” element of telecoms is undergoing radical change. New entrants, new spectrum
policies, and growing breadth of customer needs are changing the industry landscape.

5G / public networks are no longer the “lead actor” in solving enterprises’ challenges, and consumers
demands continue to evolve.

Our Network Futures Service covers what you need to know and do about it, providing a roadmap for new
network ownership, regulation and partnership models, and insights. into new technologies, industry
dynamics and new players.

Get in touch to understand how STL Partners can support you:

dean.bubley@stlpartners.com

Or visit our website to discover more:

https://stlpartners.com/network-futures/

Al IN NETWORK OPERATIONS: HOW DO YOU BUILD TRUST IN A SELF-HEALING NETWORK?

© STL Partners


mailto:dean.bubley@stlpartners.com

